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Abstract

The creation of network enterprises based on the digital technologies of the Industrie 4.0 (the 4th 
Industrial Revolution, i4.0) opens broad opportunities for increasing production flexibility, customer 
focus and continuous innovation in products and services provided. At the same time, new opportunities 
necessitate the development of new methods and technologies for designing innovative processes in 
the context of digital i4.0 platforms, all of which highlights the relevance of the presented research 
topic. This work aims to define technologies for designing innovative processes to create products 
and services using i4.0 systems which are based on multi-agent interaction of asset administration 
shells (AAS), displaying digital twins of product components, and the use of ontological and cognitive 
methods for forming and justifying design decisions. The work presented here uses the Domain-
Driven Design approach, an architectural framework for building i4.0 systems, methods of ontological 
engineering, quality function deployment (QFD), analysis of the types and consequences of potential 
inconsistencies (FMEA) and processing of fuzzy sets. The paper proposes principles for identifying 
bounded contexts of the domain under the design activities for the stages of the life cycle and products’ 
subsystems (components). For bounded contexts of the domain, it is envisaged to create AAS of i4.0 
systems, with the help of which the innovative process is supported and the multi-agent interaction of its 
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participants is carried out. As cognitive tools for making design decisions, we proposed to use services 
for assessing the importance of the determined quality characteristics of products and minimizing 
deviations of the proposed solutions from the formed functional and non-functional requirements. 
The methods of ontological engineering and data modelling allow us to dynamically develop an 
innovative project and support various versions of the project in the design process. Application of 
the proposed technology for designing innovative processes to create products and services at network 
enterprises using i4.0 systems will improve the quality of design decisions, increase the dynamism and 
continuous design of innovative projects.
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Introduction

The innovative process for creat-
ing products and services in a net-
work enterprise is an iterative pro-

cess of designing a value-added chain in which 
the conceptual study of the product design is 
accompanied by the selection of project partici-
pants and agreeing with them the conditions for 
performing work at the implementation stage. 
The architecture of a knowledge-based system 
(KBS) that supports the innovative process for 
creating products and services was proposed 
by the authors in [1]. Its distinctive feature is 
the use of digital threads [2, 3] and digital twins 
[4–6] technologies for reflecting the design 
process in the system of product models and 
related processes, multi-agent technology for 
organizing the interaction of participants in the 
value-added chain [7–9] and the ontological 
approach [10–12] for automating the search 
for relevant information sources and organ-
izing information exchange between software 
agents. For further development of technology 
to design innovative processes that create prod-
ucts and services, it is necessary to justify the 
choice of a software platform for multi-agent 

implementation of a knowledge-based system 
and determine the design technology in more 
detail, considering the selected software imple-
mentation environment.

The methodological foundations of the con-
ceptual design of such complex innovative pro-
cesses of product and service design are laid 
down in the Domain-Driven Design approach 
[13, 14], which allows one to structure the sub-
ject area, considering its objective structure 
and subjective component that determines the 
organization of design teams working efficiently. 
In this regard, this article develops the applica-
tion of the Domain-Driven Design approach 
to identifying bounded contexts of the innova-
tive process under the stages of the life cycle and 
with the value-added chain for decomposing the 
process into separate components and establish-
ing various types of interfaces between them fol-
lowing the needs of multi-agent interaction of 
the innovative process participants.

The multi-agent implementation of a knowl-
edge-based system to support the innova-
tive process for creating products and services 
is aimed at ensuring the stability of the entire 
structure and the autonomy and interoperabil-
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ity of its components, distributed in a comput-
ing system, and operating on a single software 
platform. Since the proposed KBS implements 
the technology of digital threads and digital 
twins [1], the article discusses the use of the 4th 
generation industry software platform (the i4.0 
platform) [15] and asset administration shells 
(AAS) [16, 17] to represent the bounded con-
texts of software agents corresponding to indi-
vidual components of the value-added chain. 
At the same time, the composition of func-
tional and platform (infrastructure) services 
necessary for the implementation of the inno-
vative process to create products and services in 
a networked distributed environment is deter-
mined.

To develop mechanisms for supporting plan-
ning processes and organizing a value-added 
chain which is implemented through the inter-
action of software agents (AAS), the article 
proposes to use the ontological approach [11, 
12] and cognitive approach [18, 19]. They both 
provide algorithms formalization for choosing 
business partners and coordination of condi-
tions of interaction based on semantic search 
methods and fuzzy assessment of requirements 
correspondence and their fulfilment possi-
bilities. The co-use of ontological and cogni-
tive approaches will allow us to build effec-
tive value-added chains aimed at promising 
and executable product design implementa-
tion. The mechanisms of multi-agent interac-
tion of business partners based on digital twins’ 
technology on the i4.0 platform will reduce the 
time and increase the flexibility of designing 
innovative processes.

1. The domain-driven design  
approach for the structuring  

of innovative processes domain design

During the design of innovative processes to 
create products and services, there are prob-
lems of rational definition of the boundaries of 
project tasks, decision-making during the for-

mation of project groups, organization of inter-
action between project groups. As a methodol-
ogy for designing innovative processes to create 
products and services, it is proposed to use the 
domain-driven design approach that is best 
focused on solving cognitive problems in pro-
ject teams that arise during the coordination and 
justification of project solutions [13, 14].

The domain-driven design approach to inno-
vative design aims at conducting an effective 
decomposition of the design process according 
to the subject and contextual (cognitive) princi-
ples and allows one to develop a common lan-
guage of interaction in project groups of diverse 
specialists. From our point of view, this language 
and corresponding design solution concepts can 
be reflected in computer-supported models in 
the form of ontologies.

At its core, the domain-driven design 
approach is designed for the development of 
a special type of innovative product (software) 
and the use of flexible iterative software devel-
opment technologies in which each iteration 
involves the creation of a working version of 
the software. Considering that modern pro-
duction of conventional products is becoming 
digital (that is, products, on the one hand, are 
saturated with embedded software, and on the 
other hand, are supported by remote computer 
models – digital twins) then the principles of 
domain-driven design can be fully extended to 
traditional products and services with a cas-
cade (sequential) development model.

The decomposition and modelling of the 
subject area for the innovative processes design 
are considered from two points of view: from 
the side of individual subsystems, the so-called 
subdomains, and from the point of view of 
solving individual tasks, the so-called bounded 
contexts, for the joint solution of which project 
groups are created.

From the point of view of the allocation of 
subsystems (subdomains) and following mod-
elling, the functional principle of highlighting 
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the functions that the product should perform is 
usually applied; cross-functional areas of inte-
gration can be distinguished in addition. Often, 
the functional subsystems development results 
in the corresponding physical parts of the prod-
uct development. For example, for a car design, 
the chassis, fuel system, electrical equipment, 
security system and other car subsystems are 
allocated as subdomains, which can be divided 
into components corresponding to individual 
nodes or parts. In Figure 1, subsystems and com-
ponents (subdomains) are shown with rounded 
rectangles, and the arrows reflect the decompo-
sition order of the subject area.

Bounded contexts are associated with spe-
cific tasks to be solved and have clearly defined 
boundaries. Specialists, primarily of two 
types, are involved in solving innovative tasks 
in a bounded context: developers and domain 
experts. Depending on the task complexity, 
developers and experts of different profiles can 
be involved in the innovative process.

In the innovative processes of product crea-
tion, it is advisable to allocate bounded con-
texts according to the life cycle stages: concept 
formation, product requirements formation, 
structural design, value-added chain design, 
prototype production and testing, industrial 
production and maintenance, disposal. At the 
same time, if the same group is engaged in sev-
eral works throughout the life cycle, these works 
can be combined into one bounded context. 
For example, the work on the concept (product 
quality characteristics) formation and require-
ments formation, structural design and value-
added chain design can be combined in the 
same bounded context, provided that the same 
specialists work together on the listed tasks. In 
Figure 1, individual works are shown as ovals, 
and their associations into bounded contexts 
are shown as rectangles. At the same time, the 
implementation of bounded contexts may dif-
fer significantly from each other depending on 
the functional subsystems or even the compo-
nents of the product.

Fig. 1. Example of interaction between subsystems and bounded contexts

Concept formation
Value-added  
chain design

Structural  
design

Formation 
of requirements

Bounded context “Designing the innovative process for creating a product”

Product “Car”
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“Node M”
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Within one bounded context, the partici-
pants in the product creation process work on 
an equal basis, forming sets of properties and 
rules (procedures) of behavior. At the same 
time, standard ontologies, reference books, 
and any other external information resources 
can be used within one bounded context. In 
the process of joint work, a common language 
of interaction is formed, formalized in the form 
of an iteratively developed ontology. In the 
course of work, mathematical and simulation 
models can be developed to justify the adop-
tion of optimal (or rational) design decisions.

Bounded contexts of the innovative pro-
cess for creating a product can be set both 
for the entire product and its components 
(for a detailed study). In the bounded con-
text of product design, the value-added chain 
is being worked out, causing the need to select 
the product components contractors. In this 
case, interfaces between bounded contexts for 
the entire product and its components should 
be organized, as a rule, in the “requirement – 
execution” paradigm.

Interfaces between bounded contexts can be 
implemented in various ways [14]:

 ♦ Partnership. In this case, groups of process 
performers working on related subject sub-
domains actively exchange the results of joint 
work. Group members work on common 
parts of the ontology and should exchange 
both the parts of the ontology being devel-
oped and the project results.

 ♦ Shared kernel. This method of interac-
tion can be considered as a special case of 
partnership organization. In this case, a 
common bounded context is organized for 
several groups that have access to it with dif-
ferent modes of resource sharing and results 
adjustment.

 ♦ Customer – supplier development. This 
method can be considered as a way of inter-
action along the value-added chain when a 
higher-level product group representing the 

customer forms specifications of require-
ments for the contractor of the order (sup-
plier). The supplier must cognitively and 
economically evaluate the received require-
ments and, following the requirements, 
must give consent to the execution and ful-
fil them accordingly. In this case, it is possi-
ble to interact with external suppliers (man-
ufacturers) in the mode of sending messages 
and deferred decision-making. To coordi-
nate requirements between customers and 
suppliers, it is also necessary to coordinate 
interacting fragments of ontologies.

 ♦ Conformist. This method of interaction is a 
specific case of the customer-supplier inter-
face. In this case, the contractor is in a sub-
ordinate position and fulfils the customer’s 
requirements without agreeing with the lat-
ter on the possibilities of fulfilling the order. 
This way of establishing the interface is char-
acteristic of the internal relations of the com-
pany’s divisions when a superior structure is 
well aware of the capabilities of subordinate 
structures, and subordinate structures fully 
own the ontology or are directly involved in 
its development.

 ♦ Anticorruption layer. This method of inter-
action is also a specific case of the cus-
tomer-supplier interface. But in this case, 
direct access to the supplier’s data for crite-
rion selection is prohibited. Getting answers 
to the queries of interest is possible only 
through sending messages, usually in offline 
mode. Thus, the subordinate level of the 
organization protects itself from possible 
customer access to confidential informa-
tion. In this case, requirements adjustment 
through ontology is the most difficult and 
requires the translation of the shared knowl-
edge representation often.

 ♦ Open host service. In this case, a protocol is 
used that provides access to a bounded con-
text through a set of services that are expanded 
and refined as the project develops.
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 ♦ Published language. This method is a spe-
cific case of the “service with an open pro-
tocol” method. The use of a public language 
involves the use of a common project ontol-
ogy. In some cases, it is possible to translate 
concepts in both directions of interaction.

 ♦ Separate ways. The unrelated use of 
bounded contexts may be due to compet-
ing product and service development. In 
this case, decisions are made as the project 
is completed.

 ♦ Big ball of mud. This is the interaction of a 
new product with an already existing part of 
the product which can be performed without 
complying with the requirements of subject-
oriented design.

From the point of view of creating some 
material product, the structural model of 
bounded context is transformed into the pro-
gram code of a digital twin. At the same time, 
the digital twin will correspond to one bounded 
context, reflecting either the entire product or 
its specific component and represent an auton-
omous software agent in a multi-agent system 
based on knowledge to solve the problems of 
designing the innovative process for creating 
products and providing services. At the same 
time, the presence of several subsystems (sub-
domains) in the product makes it possible to 
specialize the development of software mod-
ules for the corresponding subdomains and the 
need to obtain integrated solutions at the level 
of the entire product.

2. Software implementation  
of a knowledge-based  

multi-agent system for designing  
innovative processes using  

the asset administration shell

The knowledge-based system proposed in 
[1] for designing innovative processes to cre-
ate products and services can be implemented 
in the architecture of the 4th generation indus-
try system (the i4.0 system) [20–22], which 

includes a set of interacting i4.0 components –  
Asset Administration Shells (AAS), which are 
accessed by i4.0 applications of innovative pro-
cesses participants. AAS is a software imple-
mentation of the concept of digital twins of 
created products or parts thereof, as well as 
related resources: machine tools, production 
lines, supply chains, actors executing produc-
tion processes, information assets and organ-
izational and management assets. From the 
point of view of the domain-driven design 
approach, AAS of products and their compo-
nents within the design of innovative processes 
for creating products and services will consti-
tute the semantic core of KMS, and AAS of the 
remaining resources will be auxiliary entities.

AAS services are categorized into application 
component services and infrastructure services 
of the AAS platform. Figure 2 shows the struc-
ture of an asset administration shell for prod-
ucts (product components) interacting with 
the i4.0 platform.

An asset administration shell of a digital twin 
reflects data about a specific physical entity –  
any resource and includes a set of services that 
implement functional modules for solving 
design problems.

Asset data determine the state of this entity 
at various stages of the life cycle. It can be 
planned, actual, predicted, simulated, etc. 
Data can be categorized into sub-models, such 
as identification, technical, operational and 
documentation sub-models:

 ♦ identification data, which must be immu-
table throughout the entire life cycle of the 
project; 

 ♦ technical data – quantitative and qualita-
tive characteristics that meet the business 
requirements for the product to perform the 
functions of the product; 

 ♦ functional data – requirements for the func-
tional subsystems of the product in case of a 
complex structure; 
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 ♦ project documented data that reflects the 
characteristics of the implementation of 
the functional requirements in terms of the 
technologies used and process executors; 

 ♦ operational data that reflects the performance 
of products at the operational stage or the 
results of simulation and mathematical mod-
elling at the design and development stages.

AAS application component services corre-
spond to functional modules of applications. 
In the case of a bounded context associated 
with the design of innovative processes to cre-
ate products and services, services of applica-
tion components call application modules for 
the formation of quality characteristics, prod-
uct requirements, design of structures and 

value-added chains, as well as a planning mod-
ule that coordinates the execution of all func-
tional modules [1].

Infrastructure services of the i4.0-platform 
are auxiliary. They ensure the functioning of 
the AAS itself and the interaction between 
AAS, and from this point of view, they are a 
platform and standardized. Infrastructure ser-
vices refer to the i4.0 platform. The i4.0 system 
is developing on the i4.0 platform basis.

First of all, infrastructure services include 
AAS management services, which perform the 
functions of creating AAS components, regis-
tering and creating service registries, searching 
and presenting services, searching and present-
ing AAS data and submodels.

Fig. 2. Structure of the asset administration shell for products (product components) 
 interacting with the i4.0-platform

Asset administration shell (AAS)
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A set of standardized asset modelling ser-
vices enables the generation and use of asset 
data using modelling tools. Standard model-
ling tools are used that implement:

 ♦ Quality Function Deployment (QFD) meth-
ods to prioritize business and functional 
requirements implementation;

 ♦ Failure Mode and Effects Analysis (FMEA) 
methods for analyzing the types and conse-
quences of potential non-conformities;

 ♦ methods of processing fuzzy sets;

 ♦ simulation methods;

 ♦ statistical modelling methods;

 ♦ machine learning and neural network mod-
elling, etc.

Thus, on the i4.0 platform, you can imple-
ment the general functionality of various 
types of modelling (asset modelling modules) 
required to build a value-added chain - sim-
ulation mechanisms, QFD and FMEA algo-
rithms, and other mathematical and statisti-
cal modelling algorithms. At the same time, 
any AAS participating in various stages of the 
value-added chain can call these services to 
implement the corresponding functionality 
(Figure 2), substituting the necessary input 
data for modelling from its submodels and 
obtaining required results.

Infrastructure services of the i4.0 plat-
form are used to control access of applica-
tion components services to data and mod-
els in specific AAS. Infrastructure services 
set access restrictions for various application 
components, access ontologies, determine 
the context for sharing application compo-
nents, check (classify) the compliance of 
calls to application components services. 
In Figure 2, the infrastructure platform ser-
vices implement the functions of ontology 
management, service-oriented architecture, 
interoperability with other AAS and access 
control to AAS.

AAS can provide service interfaces for soft-
ware applications to access their data and 
invoke commands or run models. Service 
interfaces (for example, implemented in 
RESTful API) provide communication and 
interoperability between AAS and applica-
tions.

Typically, modern industrial products have a 
complex structure. In this case, for the entire 
product and its specific parts, separate i4.0 
components (AAS) are created, which are 
connected by service interfaces (Figure 3). 
Both external subcontractors and internal 
executors can act as launch actors for func-
tional applications and corresponding i4.0 
components.

These i4.0 components exchange infor-
mation with each other using three modes of 
interaction:

 ♦ passive mode – file exchange;

 ♦ reactive mode – by organizing data exchange 
and calling services through API;

 ♦ proactive mode (peer-to-peer), when digital 
twins automatically jointly carry out some 
production processes.

Since the article deals only with the ini-
tial stages of creating products and services 
associated with concept formation and 
value-added chain design, then either pas-
sive or reactive interaction modes are con-
sidered as modes of interaction, involv-
ing the active participation of people in the 
design process. From the point of view of the 
multi-agent implementation of the interac-
tion process of i4.0 components belonging 
to external participants in the value-added 
chain, the reactive interaction mode cor-
responds to various modes of sending mes-
sages and subscribing to information, as 
well as service interaction (see the section 
“The domain-driven design approach for 
the structuring of designing innovative pro-
cesses domain”).
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3. Technology for designing  
innovative processes  

to create products using ontological  
and cognitive approaches  

in the i4.0 system

The scheme of interaction between par-
ticipants of a network enterprise in the i4.0 
system which implements the functions of a 
knowledge-based system to support innova-
tive processes of products creation is shown 
in Figure 4. Based on the reference model of 
the domain ontology, project ontologies are 
formed both for the entire project and its com-
ponents. As noted in the first section, ontol-
ogies are formed iteratively and are used to 

solve search problems in knowledge bases and 
exchange knowledge between separate AAS. 
Standardized services of QFD [23], FMEA 
[24], fuzzy set processing [25] are used in 
functional modules of AAS, realizing cogni-
tive decision-making mechanisms. Let’s con-
sider the technology for designing innovative 
processes to create products in the i4.0 system 
in detail.

The core of AAS is a planning module that 
implements interface services for interact-
ing with participants of an innovative process 
of product creation and provides coordina-
tion of functional services. In particular, the 
module supports the decision-making process 
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Fig. 3. An example of a layered AAS system (based on [21])
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for the choice of product design and value-
added chain alternatives based on a combina-
tion of QFD and fuzzy logic methods. Within 
the QFD method, when describing each value 
(quality) characteristic (business require-
ment), a priority (weight) is established in an 
expert way, where the most important char-
acteristic with the greatest consumer interest 
has the maximum weight. The further proce-
dure involves the collection of requirements 
and an assessment of their impact on value 
(quality) characteristics, and the selection of 
the most important requirements. The sub-
sequent assessment of structural elements in 
terms of their impact on the implementation of 
requirements is associated with the choice of a 
product design alternative that better meets the 
selected requirements. The assessment of risks 
associated with suppliers and(or) contractors 
takes into account the generated design alter-
natives. As a result, the choice of the optimal 

value-added chain alternative is carried out, 
in which requirements and associated risks are 
determined for all participants, and access to 
the data of AAS models (distributed reposi-
tory) is organized. A detailed description of 
the methodology for using the QFD method is 
presented in the article [26].

The formation of product design alternatives 
is initiated in the AAS and goes through a series 
of iterations [1, 26], within which calls to the 
services implemented by the AAS modules are 
made.

The product value for the consumer is 
determined through the value (quality) char-
acteristics (or business requirements), which 
are described in the project ontology using 
the services of the quality characteristics 
formation module, as well as a set of func-
tional and non-functional requirements, the 
criteria base for assessing the implementation 

Fig. 4. Scheme of the interaction between participants 
 of a network enterprise in the i4.0 system
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of requirements, which are described using 
the services of the requirements formation 
module.

An integrated expression of the cognitive 
understanding of the market situation for the 
specific product type finds its representation 
in the SWOT analysis methodology, which 
reveals the advantages and disadvantages of the 
specific product type manufacturing in gener-
alized form, as well as the opportunities and 
threats of the market implementation of the 
project [27].

The formation of product quality character-
istics is a poorly formalized task of analyzing 
the external and internal factors of the specific 
market for products and services. Specialists of 
various profiles take part in this process: mar-
keters, researchers of new technologies and 
materials, designers and technologists in the 
area of similar product types. Solving the prob-
lem of selecting the most significant properties 
of a designed product can use the methods of 
Big Data analysis of markets of products, tech-
nologies and materials, predictive forecasting 
of development trends, analysis of resource 
constraints and risks of mastering new types of 
products and technologies.

Product classification, standard (manda-
tory and optional) value characteristics, prod-
uct parameters and some logical rules pre-
sented in the reference ontology are used to 
describe an innovative product (a new class of 
products) in the project ontology. The prod-
uct inherits some value characteristics of the 
category to which it belongs and/or has some 
unique characteristics not typical for this 
product category.

With the help of existing services, expected 
and attractive characteristics are evaluated 
additionally and classified in the project ontol-
ogy (according to Kano [28]). Furthermore, 
the presence of indifferent, contradictory and 
repellent characteristics is minimized. In this 
case, the highest priority (weight) according to 

QFD will have the mandatory (expected) and 
attractive characteristics, and the contradic-
tory or repellent characteristics – the least. In 
the course of the project, some of the optional 
characteristics, the implementation of which 
leads to significant project costs, as well as 
repellent and contradictory characteristics that 
reduce the value of the product for the con-
sumer, can be excluded from the set.

Information about the value (quality) prod-
uct characteristics can be refined during the 
project and is used in the requirements for-
mation module, where for each of the identi-
fied value (quality) characteristics, at least one 
requirement is determined, the implementa-
tion of which provides the corresponding char-
acteristic. Functional requirements should be 
distributed across subsystems (subdomains of 
the subject area).

Typical requirements inherent in specific 
product categories and specified by stand-
ards (for example, technical specifications and 
GOSTs) are transferred to the project ontology 
from the reference ontology, and the original 
requirements and project constraints derived 
from these requirements (or independent of 
them) are introduced.

To identify mandatory requirements, the 
degree of connection of each requirement with 
the implementation of a quality characteristic 
is assessed. As a result of using the fuzzification 
function, the confidence coefficient for assess-
ing such a relationship is reduced to the scale 
[0, 1]. The total importance for the implemen-
tation of the entire set of quality characteristics 
is calculated for each requirement using the 
formula [29]:

                         ,  (1)

where  – fuzzy assessment of the importance 
of the j-th requirement for the implementation 
of quality characteristics (business require-
ments) of an innovative product;
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С
fj
 – level of connectivity of the j-th require-

ment and the f-th characteristic on the scale [0, 
1, 3, 9];

P
f 
 – preset priority of the f-th characteristic 

on the scale [1, N];

 – fuzzification function on the scale [0, 1]: 
the more the importance of the j-th require-
ment for the implementation of the f-th char-
acteristic, the closer to 1;

 – operation of additive summation of 
fuzzy numbers.

To determine the final set of groups of 
mandatory and optional requirements which 
must ensure the presence of all manda-
tory and expected characteristics, the speci-
fied threshold values of the assessment  are 
used. Expected and optional requirements 
that are below the threshold are not consid-
ered further.

The requirements are detailed down to the 
level of specific functions and structural ele-
ments. They are described in the project ontol-
ogy within the structure design module.

A condition for including a structural ele-
ment in a product design alternative (bill of 
materials, BOM) is to ensure the ability to per-
form some product functions or to implement 
mandatory interface requirements. The prod-
uct breakdown structure (PBS) can also be 
inherited from the reference product ontology. 
Thus, each design element and function of a 
product is directly or indirectly related to one 
or more requirements which define the prod-
uct design alternative.

Ranking (comparing) different product 
design alternatives is possible by using QFD ser-
vices to assess the impact of structural elements 
on meeting the requirements. In this case, the 
estimates of the importance of requirements 
obtained according to the above formula are 
considered when calculating the specific struc-
tural element estimates. 

BOM specification is a poorly formalized, 
iterative and innovative task. In the course of 
this task, the BOM is defined in such a way as to 
ensure, on the one hand, full compliance with 
existing requirements (a design alternative must 
always include at least one element for each 
mandatory requirement) and, on the other 
hand, an appropriate level of costs. A threshold 
value can be set and used to select optional ele-
ments and/or elements with high costs.

The determining factor is the possibility of 
purchasing the selected types of structural ele-
ments and/or their production. To assess a pos-
sibility, the generated design variant is passed to 
the planning module, which calls the services 
implemented by the value-added chain design 
module. The market analysis, the choosing 
of the innovative process alternatives and the 
selection of its participants are carried out with 
the help of these services.

The absence from suppliers of a product 
design structural elements related to manda-
tory requirements can lead to one of the fol-
lowing organizational scenarios triggered by 
the planning module:

 ♦ searching for contractors who could provide 
the manufacturing of the missing structural 
element using the specified technologies, 
tools and design constraints;

 ♦ selection according to the rank of another 
product design alternative, which does not 
contain the missing elements;

 ♦ revision of the product concept to clarify the 
characteristics and requirements to elimi-
nate the missing structural element;

 ♦ termination of work due to the lack of the 
possibility of revising the concept of the 
product.

To identify businesses that are capable of 
custom-made missing structural elements, it 
is necessary to form a value-added chain alter-
native that includes manufacturing, design, 
assembly, processing, setting up, maintenance 
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and delivery of products. The set and connec-
tions of activities are contained in the project 
ontology, where possible tools and technolo-
gies can also be determined, as well as compli-
ance with the specified design constraints and 
established requirements.

Assessment of the total impact of all activ-
ities in the value-added chain on ensuring 
quality characteristics and meeting require-
ments allows one to select participants in the 
process, taking into account their competen-
cies (ability to perform certain types of work, 
possession of tools and technologies). The for-
mula for calculating the deviations of require-
ments from the capabilities of the enterprise, 
based on fuzzy logic, is considered below 
while determining the possibility of perform-
ing some types of work on their own or out-
sourcing them [29]: 

                     ,  (2)

where  – fuzzy assessment of the competi-
tiveness of the u-th product component on the 
market supplied (produced) by the i-th con-
tractor;

T
iuj

 – a given level of the j-th requirement for 
the implementation of the u-th component by 
the i-th contractor; 

R
iuj

 – level of implementation of the j-th 
requirement for the u-th component by the 
i-th contractor;

 – fuzzification function (0, 1) on the scale, 
the smaller the deviation, the higher the com-
petitiveness; 

 – operation of additive summation of fuzzy 
numbers.

The level of implementation of the j-th 
requirement for the u-th component by the 
i-th contractor is determined in the process of 
the requirement adjustment with the contrac-
tor by interpreting the data received from the 
contractor (on a natural or fuzzy scale [0, 1]).

Accordingly, the choice of the i-th contrac-
tor (supplier or manufacturer) is carried out 
according to the maximum assessment of the 
competitiveness of the u-th supplied (pro-
duced) component in the market:

                             , (3) 

where  – maximum assessment of the com-
petitiveness of the u-th supplied (produced) 
component; 

 – fuzzy assessment of the competitiveness 
of the u-th product component on the market 
supplied (produced) by the i-th contractor;

 – risk ratio related with delivery of the 
u-th component by the i-th contractor. 

The risk ratio is calculated as a multiplica-
tive product of fuzzy numbers corresponding 
to specific risk types, which are determined on 
a fuzzy scale [0, 1]:

                                 ,  (4)

where  – risk ratio related with delivery of 
the u-th component by the i-th contractor; 

K
iuk

 – risk ratio for the k-th type of risk related 
with delivery of the u-th component by the i-th 
contractor; 

 – fuzzy multiplication operation.

During the search for contractors, platform 
services for ensuring the interaction of AAS 
are used. By means of them, requests are sent 
to the contractors. In particular, the specifi-
cation of the structural elements set in which 
the initiating organization is interested, the 
description of the corresponding tools and 
technologies, the structural element require-
ments and the design constraints are sent. 
Through an existing or created AAS, the con-
tractor uses calculation models and the infor-
mation provided in the enterprise databases to 
assess the production possibilities. For this, 
similar services are called, which are imple-
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mented at the structural element level by the 
module for the formation of quality charac-
teristics, the requirements formation module, 
the structure design module.

If the enterprise does not fully meet the 
specified conditions, then the appropriate 
response is sent through the platform services. 
Otherwise, the results of the calculation mod-
els and the structural element characteristics 
that can be developed are sent. The absence 
of positive responses to the mailing from the 
contractors is the basis for switching to other 
process alternatives according to the previ-
ously determined rank.

The selected process alternative with a 
list of activities and participants, a detailed 
description of the product and structural ele-
ments are saved by platform services in the 
submodel of the project documentary data of 
AAS. They are used at the production stage 
to coordinate work (direct communication 
between the process participants services), as 
well as during the maintenance of the prod-
uct and during the development of new types 
of products.

Conclusion

As a result of the research into the technol-
ogy for designing innovative processes to create 
products of a network enterprise using the i4.0 
knowledge-based system, the following con-
clusions can be drawn:

It is advisable to decompose the subject area 
of designing innovative processes for creating 
products and services based on the Domain-
driven design approach, which provides, on the 
one hand, an objective reflection of the struc-
ture of products and services and value-added 
chains, and on the other hand, the formation 
of project teams capable of effectively interact-
ing within the assigned tasks.

The knowledge-based system for designing 
innovative processes to create products and 

services can be based on Plattform Industrie 
4.0 (i4.0 platform), which provides a multi-
agent implementation of the design process in 
a distributed network architecture using digi-
tal twins and digital threads technologies.

Domain-driven design allows us to highlight 
the bounded contexts of creating products and 
services by stages of the life cycle, and for the 
design phase - the sequence of activities of con-
cept formation, functional and non-functional 
requirements formation, product design and 
value-added chain design. Accordingly, the 
structure of an i4.0 system based on domain-
driven design decomposition will include sets 
of interacting Asset Administration Shells 
(AAS) that implement bounded contexts for 
design.

The feature of the proposed technology 
for designing innovative processes to create 
products and services is its iterative nature. 
During the process, AAS are dynamically 
created for digital twins of products and their 
components, forming and evaluating alter-
natives of value-added chains for the best 
fulfilment of functional and non-functional 
requirements.

The use of standardized ontological services 
of the i4.0 platform provides dynamic creation 
of ontologies from reference models and their 
actualization as an innovative project of creat-
ing products and services develops.

Standardized methods of the i4.0 platform 
in terms of information exchange between 
AAS allow for active interaction between par-
ticipants in the innovative process, aimed at 
well-grounded and coordinated design alter-
natives.

The functional modules of AAS are based on 
standardized services that implement cogni-
tive methods: QFD to determine priorities of 
business requirements and functional require-
ment implementation; FMEA to risk assess-
ment; a method for processing fuzzy sets to 
obtain multi-criteria assessments of the advis-
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ability of making specific design decisions. 
The application of these methods allows for 
multi-criteria optimization of the innovative 
design process.

Characterizing the proposed technology for 
designing innovative processes to create prod-
ucts and services, we note its novelty in terms 
of the proposed methods for implementing 
multi-agent interaction between participants 
in the innovative process within the dynamic 
construction of an i4.0 system and the use of 
ontological and cognitive methods for devel-

oping design solutions. In the future, there are 
plans to continue research into the application 
of the developed methods and mechanisms of 
i4.0 systems for the implementation of subse-
quent stages of the life cycle of creating prod-
ucts and services. 
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